
Firms who do not provide the proper documentation and/or 
do not have the required controls in place may not be 
considered for coverage altogether or may incur higher 
premiums. 

Depending on controls and risk rating, most policies are seeing lower coverage. For 
exmaple, a midsized firm's 10M policy, would reduce to 5M (along side a Premium increase). 
While coverage limits fall and premiums soar, insurers are also expecting their clients to 
carry more risk through application of retention clauses (higher deductible).  

Trend #4 
Lower Coverage Limits and More Exclusions

With the increase in the number of cyber incidents and claims filed, 
the industry has become less profitable.
As a result, insurers are focusing more intensely on risk selection by 
asking more questions and requiring more documentation to 
evaluate firms̓ cyber programs. These supplemental applications 
are starting to require more IT controls, such as: MFA | End-Point 
Detection and Response (EDR) | 24x7 Security Monitoring Security Insight and Event 
Management (SIEM) | Incident Repsone Plans (IR) Cybersecurity Awareness Training | 
Vulnerability Management (VM) | And More.

Trend #3 
Stricter Requirements

The imbalance of supply and demand in the cyber insurance 
market has resulted in soaring premium rates. Rates 
experienced a significant uptick following the Colonial 
Pipeline and Kaseya attacks in the summer of 2021. As a 
result, it has not been uncommon for firms to experience a 
100-300% increase in premiums.

Trend #2 
Rising Premiums
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X= Number of Written Cyber Polices In Millions 
(20-25% Increase YoY). In particular, the looming 
costs of a potential breach are applying 
additional pressure on firms to protect 
themselves from the possibility of staggering 
losses. 

Trend #1 
Increase in Demand
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Threat Landscape
By the Numbers

Exponential growth and severity of cyber attacks has triggered 
significant changes to the cyber liability insurance marketplace. The 
heightened cyber risks, and exponential growth of ransomware attacks 
in particular, has forced carriers to react with mitigating actions. In 
addition to higher premiums and more exclusions, insurance carriers are 
requiring stricter cybersecurity controls before they will renew or grant 
new policies.
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At Umbrella, we often help our clients with their cyber liability insurance 
process. Part of that is reviewing carrier applications and their 
requirements; we are on the front lines and see the trends up close. As 
carriers better understand how to measure risk, we are seeing a 
remarkable increase of cybersecurity control requirements. Basic 
security protocols like data backups, firewalls, patching systems and 
multi-factor authentication (MFA) are the security posture of 2019. 
These tools and technologies are now the bare-minimum, standard 
requirements for coverage. In 2022, the next generation of 
cybersecurity controls are becoming required, most frequently: 

2022 New Technical 
Control Requirements

Endpoint Detection and Response (EDR)

24x7 Security Operations Monitoring

Advanced Persistent Threat (APT) 

Security Information and Event Management

Insurance Carriers Losses Mount
A business falls victim to a ransomware attack every 14 seconds. Attacks using 
ransomware, the malware which encrypts data and demands a ransom to unlock 
the data, are up 600% since the start of the pandemic. As a result, the direct loss 
plus defense and cost containment (DCC) ratio — an insurance industry metric for 
standalone cyber insurance — rose sharply in 2020 to 73% compared with an 

As losses mount, carriers seek to better understand and measure a businesses' 
cyber risk factors. The days of the three-question application process are over; all 
organizations should expect increased scrutiny from carriers.

Cybersecurity 
Insurance 
Requirements

2022
Industry’s standalone cybersecurity loss ratio soared in 2020
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Real Talk
Insurance Carriers are tired of Paying 
Ransoms for your poor cybersecurity. In 
2022, they have the ability to measure your 
risk and force you to mitigate that risk with 
technical controls (and pay more).
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