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Introduction

Patch management is an essential network administration task. It consists of scanning machines on the network
for missing patches and deploying those patches as soon as they become available. Failure to do so makes a
network doubly vulnerable — not only is the vulnerability there, but it has now also been publicized, making it
more likely to be exploited by malicious users, hackers and virus writers.

Time and again, however, countless administrators fail to apply the right patches leading to worms which
exploit security vulnerabilities in Microsoft operating systems. One such notorious case was Zotob, the August
2005 worm that spread by exploiting known vulnerabilities in unpatched Microsoft SQL 2000-based computers.
Until recently, the main reason for this was because installing patches was a cumbersome and daunting job. Yet
with the advent of sophisticated automatic patch management tools, this scenario can be eliminated.

This white paper provides an overview of how any network administrator uses GFl LANguard and Microsoft
Windows Software Update Services (WSUS) to keep the network updated with minimal effort.

WSUS and GFI LANguard

What is GFI LANguard?

GFI LANguard is a security scanner that checks your network for possible security vulnerabilities by scanning
your entire network for missing security patches, service packs, open shares, open ports, unused user accounts
and more. Its powerful reporting allows you to easily lock down your network against hackers. GFI LANguard
can also remotely deploy missing patches and service packs in applications and operating system.

What is Windows Software Update Services (WSUS)?

Microsoft WSUS is a free patch management tool provided by Microsoft to help network administrators deploy
the latest Microsoft product updates to Microsoft Windows Server 2000, Windows server 2003 and Windows XP
operating systems. In addition, WSUS allows information technology administrators to easily deploy security
and other update patches to Microsoft applications including Microsoft Office XP, Microsoft Office 2003,
Microsoft Exchange 2003 as well as Microsoft SQL Server 2000.

By using Microsoft WSUS, administrators can fully manage the distribution of patches that are released through
Microsoft Update to computers in their network. In simple terms, Microsoft WSUS is a version of Microsoft
Update that you can run on your network. Instead of each workstation having to connect to the Internet to
update Windows, each workstation connects to the Microsoft WSUS Server instead and updates from there. In
addition, a WSUS (Master/ Upstream) server can be the update source for other WSUS servers within the
organization. Thus, the WSUS (Master/Upstream2) Server alone requires access to the public Internet as it
connects to Windows Update.

By connecting to Windows Update, Microsoft WSUS Server provides notification of critical updates as well as
performing automatic distribution of those updates to your workstations and servers. Microsoft WSUS server
gives the administrator more control over updates: The administrator can test and approve updates from the
public Windows Update site before deployment on the corporate intranet. Deployment takes place on a
schedule created by the administrator. Information on updates is first downloaded into the database. When a
WSUS client reports that it needs an update, WSUS decides that on the next synchronization cycle, it'll
download the update.

GFI Software | www.gfi.com 2



GFl

Patch management with GFI LANguard and
Microsoft WSUS

WSUS is a development based on Software Update Services (SUS) and it builds on the features of SUS by
providing:

Increased bandwidth efficiency: Exploits bandwidth efficiency through the Background Intelligent
Transfer Service (BITS) 2.0

Multi-lingual support: Includes additional language support for customers worldwide

Configurable deployment options: Allows the administrator to specify the required update action by
selecting an option out of Install, Remove Update, Detect-only or Decline

Data migration and import/export features

Database options: Allows the administrator to select the WSUS database where update information and
WSUS server settings are to be stored

Reporting capabilities: Allows the administrator to monitor the update activity

Update suitability check: Allows the administrator to estimate how many computers need to be
updated. A ‘Detect-Only’ action determines if an update is suitable for each computer before
proceeding to patch deployment

Update targeting: Allows the administrator to configure which computers need to be updated

More updates and automated download capabilities: Automatic update, enables both server and client

computers to receive updates for Microsoft operating systems and applications from Microsoft Update
or from a source server running WSUS (i.e. a Master/Upstream server).

What are the advantages of using GFI LANguard and Microsoft WSUS server together?

Microsoft WSUS server is a good solution for pushing out Microsoft patches. It supports all Windows XP,
2000/2003 operating system patches, including those for applications that are part of the operating system
such as IS and Internet Explorer. Additionally it supports patches for Microsoft Office XP/2003 applications,
Microsoft Exchange 2003 and Microsoft SQL Server 2000.

However, Microsoft WSUS does not offer the following features that are provided by GFI LANguard:

Deployment of patches to ISA server machines
Deployment of patches to machines running Windows NT

Deployment of third party software patches and software

Therefore, GFI LANguard and Microsoft WSUS jointly make a perfect combination to keep Windows machines
up-to-date, including Microsoft application patches and service packs, and third party software and software
patches.
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How to set up patch management on your network

Step 1: Installing Microsoft WSUS server

Microsoft WSUS was designed to act as an automated server that works in the background rather than a
desktop-based scanning tool. Once it is set up, the patch management process is automated.

Hardware and Software requirements
WSUS Server hardware requirements:

= 1 GHz processor or higher
= 1GBRAM
= A minimum of 1 GB free space is required for the system partition

= A minimum of 6 GB free space are required for the volume where WSUS stores content (30 GB are
recommended).

NOTE: Both the system partition and the partition on which you install WSUS must be formatted with the NTFS
file system.

WSUS Server software requirements:

= Windows Server 2000 (SP 3 or higher) or Windows Server 2003 operating system

= Microsoft Internet Information Services (IIS) 5.0

= Background Intelligent Transfer Service (BITS) 2.0

= Database software that is 100% compatible with Microsoft SQL (e.g. MicrosoftDE 2000)

= Microsoft Internet Explorer 6.0 Service Pack 1 or higher

= Microsoft .NET Framework Version 1.1 Redistributable Package

= Microsoft NET Framework 1.1 Service Pack 1.
WSUS client software requirements:

= Windows Server 2000 (SP 3 or higher), Windows XP or Windows Server 2003 operating system.
Once WSUS is installed (requires 1IS), you should configure it to check for updates. It is also important to ensure
that workstations and servers have either Windows 2000 SP3, Windows XP SP1/SP2 or Windows 2003 installed,
or that they have the Microsoft WSUS client installed. (Windows NT is not supported). The WSUS client can

easily be pushed out by using Group Policy that is provided by the ‘deploy custom software’ feature of GFI
LANguard Group Policy should be used again to configure the client workstations to get their automatic
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updates from your WSUS server. This procedure is also explained in more detail in the documents
accompanying Microsoft WSUS.

Administering the Microsoft WSUS server

The administration of Microsoft WSUS server is all web-based, allowing you to administer it remotely. The
Microsoft WSUS server downloads all available updates automatically and notifies you of new updates. New
updates can be approved for deployment or rejected, ensuring that the administrator still has full control over
what gets installed on your network. The approval interface is very similar to updating a single machine using
Windows Update.

<2 Microsoft Windows Server Update Services - Microsoft Internet Explorer
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A FEBERa¥YIor AN FegUEst Festart e

Synchronized: Must be installed exclusively: No _I
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Approving updates via the Microsoft WSUS server administration interface

The Microsoft WSUS client

Once you have installed both Microsoft WSUS server and the Microsoft WSUS client, all updates are pushed out
automatically. As an administrator, you can configure how and when this should happen. You can also allow
the user to have some sort of control over this process, if you wish. The screenshot below shows the options
available. Of course, these options can be locked using Group Policy.
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System Properties |
General I Computer Mame I Hardware
Advanced Automatic Lpdates | Remate

whindowes can find the updates you need and deliver them
directly bo wour computer.

v Eeep my computer up to date, With thiz zetting enabled, wWindows
|Ipdate software may be automatically updated prior to applying
any other updates.

Learn maore about automatic updating

— Settingz

I atify me before downloading any updates and natify me again
befare installing them on my computer

Download the updates automatically and notify me when theyp are
ready to be inztalled

I Mytomatically download the updates, and install them an the
zchedule that | specify

Every day e EY |

Learn more about gcheduled installing

eclined [Ipdates

] I Cancel Apply

Automatic updates control panel with options

After you have configured the Microsoft WSUS client, patches are deployed automatically. The user is notified
that updates are ready to install through a message in the task bar (see image below).

i) Mew updates are ready to install

Updates Far your computss hase been dosanloaded From
windows Update, Click here to review these updates and

install them.

User gets feedback that updates are about to be installed

Step 2: Patch management with GFI LANguard

Once Microsoft WSUS server is operational on your network, you need to install GFI LANguard to perform the
following patch management tasks:
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= Deployment of Microsoft application patches and service packs for Microsoft Office, Microsoft SQL
Server 2000, Microsoft Exchange 2003 Server and Microsoft ISA Server

=  Checking that missing patches and service packs are installed and issuing an HTML report about this
= Deployment of patches to machines running Windows NT
= Deployment of third party software patches (can also be used to deploy virus signature updates)

= |mmediate deployment of a particular patch in the event of emergency; waiting for WSUS to perform
the update would not be possible.

Scanning for missing patches with GFI LANguard

Once you have your patch management in place, it is important to regularly scan your network to check that all
patches and service packs have been deployed by Microsoft WSUS. GFI LANguard quickly scans your network
and lists all missing patches and service packs under the Alerts node.

To scan your network, enter the IP range directly at the top of the scanner interface, or use the Scan Wizard
(accessed from the File drop-down menu) to specify which computers to scan. You can scan domains, specific
computers and an entire IP range. Click Finish to start the scanning process. You'll see each machine appear in

th

e left-hand pane as it is found by GFI LANguard. The right-hand pane provides detailed progress information.

Once the network scan is complete, missing patches and service packs are detailed under the Vulnerabilities
node. If Microsoft WSUS is updating all client machines correctly, you should only see missing patches for third
party software or operating systems and applications patches not supported by WSUS such as Windows NT and
ISA Server patches.

= a Mizzing Patc

I+l

2 ) Windows Server 2003 Enterprize Gold

= @ M503-041 [B23182)
> & Title: Vulnerability in &Authenticode Yerification Could Allow Remate Code E xecutic
> & Feazon: wWiong file verzsion [5.131.3790.0] for file "A\192 16810015350 $ W MC
e Date posted: 200310415
: Date revised: 20031015
@ RL: http: #fdawnload. microsaft comddownlaad 09 /201 2627 0b-737 2-4042-97%
[+ @ MS03-043 [823035)
- @ kediurm security wulnerabilities [1]

b @ Loww zacurity wulherabilities (5]

GFI LANguard NSS displays missing patches

Right-clicking on a patch or a service pack allows you to deploy the missing service pack or patch to that
computer or all computers. The Deploy Patches node, shown in the screenshot, allows you to easily specify
which patches to push out and to which computers.
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Deploying patches

Step 3: Reporting
Once you have scanned your network, you can also create a concise report that lists all missing patches and
service packs. To generate the missing patches report, go on File Filters Missing Patches.
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The GFI LANguard missing patches/service packs report

Conclusion

Microsoft WSUS Server is perfect for Windows XP/2000/2003 operating system patch management. In addition,
it can efficiently manage patches for Microsoft Office XP/2003, Microsoft Exchange 2003 and Microsoft SQL
Server 2000. Although you can use a patch management product instead, using Microsoft WSUS Server saves
you time in the long run: Once set up, it is easy to keep your network up-to-date. Coupled with the fact that
Microsoft WSUS Server is free, this makes for an easy decision. However, Microsoft WSUS Server does not
perform all/complete patch management. It neither deploys patches to ISA Servers and Windows NT operating
system nor does it support updates for third party software. You must therefore use a patch management tool
in addition to Microsoft WSUS Server to keep your machines completely up-to-date.

GFl LANguard in tandem with Microsoft WSUS offers all the features found in more expensive patch
management solutions at a minimal cost. Most patch management solutions range from $1,500 for a 100-
machine license to $8,000 and more for a 500-machine license. The combination of GFI LANguard N.S.S. and
Microsoft WSUS allows you to update operating systems using Microsoft WSUS (Windows 2000, XP, .NET, IIS, IE,
Windows Media) and service packs, Microsoft application patches (Word, Excel, Outlook,etc..), Windows NT
patches and third party software using GFlI LANguard.

The combined solution of GFI LANguard and Microsoft WSUS is not only more powerful and flexible, it is also
much more cost-effective: Microsoft WSUS is free and GFI LANguard licenses start from as little as $495 for 32
IPs. For more information on GFI LANguard and to download your copy, please Vvisit
http://www.gfi.com/lannetscan/.
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About GFI

GFl is a leading software developer that provides a single source for network administrators to address their
network security, content security and messaging needs. With award-winning technology, an aggressive
pricing strategy and a strong focus on small-to-medium sized businesses, GFl is able to satisfy the need for
business continuity and productivity encountered by organizations on a global scale. Founded in 1992, GFI has
offices in Malta, London, Raleigh, Hong Kong, and Adelaide which support more than 200,000 installations
worldwide. GFl is a channel-focused company with over 10,000 partners throughout the world. GFl is also a
Microsoft Gold Certified Partner. More information about GFl can be found at http://www.gfi.com.
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